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The General Data Protection 
Regulation (GDPR) in adult social care

Helping you keep 
GDPR compliant

A guide to maintaining GDPR 
compliance in the care sector.
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Here at Citation, it’s our mission to support the care sector in providing safe, 
effective, compliant and high-quality care.

Whether you’re in England, Scotland, Wales or Northern Ireland, complying 
with data protection legislation comes part and parcel with your regulatory 
responsibilities. So, this guide is relevant to health and social care providers 
inspected by:

—   The Care Quality Commission (England)

—   The Care Inspectorate (Scotland)

—   The Care Inspectorate Wales (Wales)

—   The Regulation and Quality Improvement Authority (Northern Ireland).

We’re passionate about improving care in the UK so, throughout this guide, we’ll 
be highlighting various areas inspectors will be looking at, and the do’s and 
don’ts of each.

Please note that this guide doesn’t guarantee GDPR compliance. It’s simply here 
to serve as an effective reminder about the issues that need to be focussed on 
before an inspector comes knocking.

For more hands-on support with your GDPR compliance, please see our GDPR 
Assessment service on page 15 of this guide.

Introduction

2

Mick Feather 
Care Business Manager 
Citation
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Regulatory requirements 
by country

ENGLAND - Care Quality Commission – Adult Social Care

KLOE Safety 2.3 Are people’s records accurate, complete, legible, up-to-date, securely 
stored and available to relevant staff?

KLOE Safety 2.4 Are formal and informal methods used to share information with 
appropriate parties where there are risks to people’s care, treatment and support?

KLOE Caring C3.3 How are people assured that information about them is treated 
confidentially, in a way that complies with the Data Protection Act, and that staff respect 
their privacy?

KLOE Well Led W2.8 How does your service assure itself that it has robust arrangements 
in place to ensure the security, availability, sharing are integrity of confidential data, and 
that records and data management systems and in-line with data security standards? Are 
lessons learned after data security breaches?

SCOTLAND – Care Inspectorate

HSCS 2.14 I am fully informed about what information is shared with others about me.

HSCS 3.4 I am confident that the right people are fully informed about my past, including 
health and care experience, and any impact this has on me.

HSCS 4.18 I benefit from different organisations working together and sharing 
information about me promptly where appropriate, and I understand how my privacy and 
confidentiality are respected.
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WALES – Care Inspectorate Wales

Regulation 25 - respect and sensitivity
Do you respect individuals’ privacy and dignity?
Do you respect individuals’ rights to confidentiality?
Regulation 59 - records
Are all records relating to individuals accurate and up-to-date?
Are all records secure?
If your service closes, do you have arrangements in place to ensure records continue to be 
kept secure?
Do individuals who use your service have access to their records? And are they aware of 
this right?

NORTHERN IRELAND – The Regulation and Quality Improvement Authority
Applicable to adult residential care homes

Effective Indicator E1 
Are all service users’ records stored safely and securely, and in-line with data protection 
regulations?

Effective Indicator E1 
Do you have a records management policy in place, that includes the arrangements for 
the creation, storage, maintenance and disposal of records in-line with legislation and best 
practice?

Compassionate Indicator C1 
Can your staff demonstrate how confidentiality is maintained?

Well Led Indicator L2 
Can you evidence that you’re using a systematic approach to review available data 
information? And do you make changes to improve quality?
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Data protection summary

The right to respect “private and family life” is a fundamental human right. The Data 
Protection Act (DPA) 1998 was originally introduced to give people control over their 
personal data, and to ensure that anyone who processes data does so within the frames 
of the law. 

While this is still very much true for the General Data Protection Regulation (GDPR), this 
new legislation goes one step further than its predecessor by giving data protection 
authorities even more power to enforce the law. 

The two main differences between the DPA and the GDPR are:

— Individuals now have more rights to control their data

—  Businesses have more obligations to understand and evidence the data they process, 
as well as the reasoning behind it.

Transparency is increasingly key. In a nutshell, it’s all about being open and honest about 
what data you hold and why you hold it, so that people can easily enforce their right to 
privacy.

As well as the GDPR, the UK has drafted a new Data Protection Bill which will lead way 
to the Data Protection Act 2018 – this hasn’t yet been finalised, though. The new Act will 
address things like immigration, law enforcement, national security and the role of the 
Information Commissioner’s Office. 

To prepare for the upcoming changes, it’s important that you understand:

— What data you hold and why you hold it;

— How it’s stored and how long it’s stored for; and

— Who you share it with and how you protect it.

Matt Eastwood
Data Protection Officer 
Citation
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Principle 1
Article 5 of the GDPR states that all personal data must be:

a)  processed lawfully, fairly and in a transparent manner in relation to individuals. 

Lawful, fair and transparent

 Do
–  Have legitimate grounds for holding and processing personal data.

–  Ensure that you are transparent about how you intend to use the data.

–  Give individuals appropriate privacy notices when collecting data –  ‘privacy notice’ is 
the oral or written statement that individuals are given when information about them is 
collected.

–   Make sure that your staff and the people who use your service understand why their 
data has been collected and how it will be used.

–  Provide your staff with data protection training as part of their induction. 

–  Provide your staff with an annual refresher training on data protection.

–  Let staff and people who use your service know how their information may be shared 
with others.

 Don’t
–  Use data in any way that may have unjustified adverse effects on individuals.

–  Collect data secretly and without a legitimate purpose.

–  Use the data for anything unlawful.

6

Example: As a care provider, you’ll have a care or support plan for people who use your 
service to ensure they receive safe, compassionate and person-centred care. This will include 
an enormous amount of personal and sensitive data, including protected characteristics like 
age, disability, sexual orientation and religion. It’ll also include life histories, interests, medical 
histories, mental capacity, medication needs and overall care needs. It’s therefore important 
that the people in your care and their families are involved in gathering this data, and 
understand the reasons behind why it’s being held. If you’re required to share care plans with 
other parties, during a regulatory inspection, for example, consider whether the inspector 
actually requires a copy of the documents. It‘s often acceptable (and preferable) to allow sight 
of documents, without allowing physical or electronic copies to leave your company.
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Example: If you send surveys to staff and people who use your service, make it 
clear what the purpose of the survey is – making improvements to the service and the 
environment are explicit and legitimate purposes for collecting this kind of data.

Emergency contact details for the people who use your service shouldn’t be used for any 
other purpose as this is incompatible with the initial purpose. They should be securely 
stored and out of sight from those who do not require the information.

Principle 2

Article 5 of the GDPR states that all personal data must be:

b)  collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes.

Specific and legitimate purpose

 Do
–  Be clear about why you are collecting personal data and what you intend to do with it.

– Make sure that fair processing requirements are complied with.

– If applicable, register with the Information Commissioner’s Office.

–  If you wish to use or disclose the personal data for any purpose that’s additional to or 
different from the originally specified purpose, make sure the new use or disclosure is fair.

 Don’t
–  Use any data you hold for a new and unrelated purpose (giving employee or service 

user data to marketing companies when you have no legitimate reason for doing so, 
for example). 

–  Use consent as a basis for processing if the subject doesn’t have a choice (consent can 
be withdrawn, so ask yourself, would this result in a negative impact?).
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Example: Keeping complaints or concerns raised by people who use your service 
is important in order to make improvements. However, you should consider how much 
information you need to retain and whether it’s excessive – for example, how long 
do you need to retain the complaint once all parties involved are satisfied that the 
necessary improvements have been made? Depending on the nature of the complaint, 
it may be safer to anonymise the complaint for your records so no personal data is kept.

Principle 3

Article 5 of the GDPR states that all personal data must be:

c)  adequate, relevant and limited to what is necessary in relation to the purposes 
for which it’s processed.

Relevant and necessary

 Do
– Be clear about why you’re holding and using personal data.

–  Bear in mind that the reason behind processing personal data may differ from one 
individual to another.

–  Only hold personal data about an individual that’s sufficient for the purpose you’re 
holding it for.

–  Delete or destroy data when there’s no longer a valid reason for holding it (or when any 
reason for holding it is outweighed by that person’s right to privacy).  

 Don’t
– Hold more information than you need for that purpose “just in case”.

– Hold irrelevant details or excessive information.
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Example: The care plans, risk assessments, medical histories and daily notes for 
people who use your service should be kept up-to-date at all times, to ensure that staff 
are able to provide responsive and person-centred care. Not only is data accuracy a key 
part of GDPR, it is also vital for the wellbeing of service users – this doesn’t mean that 
historic facts cannot be retained, only that it is clear where information is historic.

Principle 4

Article 5 of the GDPR states that all personal data must be:

d)  accurate and, where necessary, kept up-to-date. Every reasonable step must 
be taken to ensure that personal data that’s inaccurate is erased or rectified 
without delay.

Relevant and necessary

 Do
– Take reasonable steps to make sure any personal data you obtain is accurate.

– Ensure that the source of any personal data is clear.

– Consider any challenges to the accuracy of information.

– Consider whether it’s necessary to update the information.

 Don’t
– Go against your obligation to change or delete any inaccurate data.

Important: 
data is considered inaccurate if it’s incorrect or misleading 
in any way.
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Principle 5
Article 5 of the GDPR states that all personal data must be:

e)  kept in a form that only permits identification of data subjects for as long as is necessary 
for the purposes for which the personal data’s processed. Personal data may be stored 
for longer periods, but only if it’s solely for the following archiving purposes:

Retention and storage

 Do
–  Review the length of time you keep 

personal data.

–  Consider why you hold the information 
when deciding whether (and for how 
long) to retain it.

–  Securely delete information that’s no 
longer needed for this or these purposes.

–  Update, archive or securely delete 
information if it goes out of date.

–  Set up a retention schedule for both 
manual and online records.

–  Specify who’s responsible for destroying 
records.

–  Periodically review your retention 
schedule.

– Keep a record of what’s been destroyed.

 Don’t
–  Delete data relating to individuals who 

have made a subject access request 
or data which is being ‘held’ for review 
following a request.

–  In the public interest

–  Scientific research

–  Historical research 

–   Statistical purposes subject to 
implementation of the appropriate and 
organisational measures required by the 
GDPR, in order to safeguard the rights and 
freedoms of individuals. 

Example: Ensure any personal and 
sensitive data you hold for people who 
use your service is only retained for 
a justifiable length of time, and keep 
a record of what’s been destroyed. It 
would be justifiable to keep records of an 
employee who left your service over five 
years ago, but could you justify keeping 
a CV from an unsuccessful candidate 
for five years without notifying them? 
Unlikely, usually CVs can be kept for up 
to 6 months (longer if you can justify it). 
However people should be told and given 
the opportunity to object.
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Principle 6

Article 5 of the GDPR states that all personal data must be:

f)  processed in a way that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing, and accidental loss, destruction 
or damage, by using appropriate technical or organisational measures.

Security, integrity and confidentiality

 Do
–  Use encrypted emails if sensitive personal data is being shared.

–  Restrict access to data to only those that require the information.

– Regularly back up the data.

–  Use complex passwords to reduce the risk of unauthorised access.

–  Change passwords frequently to guard against cyber-attacks.

–  Make sure staff are aware that information incidents should be reported to prevent them 
from happening again.

–  Secure any communication used to share 
sensitive or high volumes of data (encrypted 
USBs and CDs, password protected files 
and special delivery, for example).

 Don’t
–  Disclose personal information over the 

phone or email if you’re unable to verify 
the recipient.

–  Send personal information over insecure 
formats (like an unencrypted USB or CD, 
email or cloud storage).

–  Disclose personal information to anyone 
who doesn’t need to know it (sending 
copies of care plans to external auditors, 
for example).

Example: Make sure that staff and 
managers are fully aware of your data 
sharing protocols, i.e. who they can and 
cannot share data with.

If you outsource aspects of your Health & 
Safety and HR, make sure that third party 
providers meet the GDPR requirements 
too. GDPR is not designed to stop data 
being used or shared when necessary. 
It’s there to control how you share data, 
ensure privacy and to demand that, in 
nearly all cases, people are told what data 
is held, why it’s held, how it’s used and 
who you’re sharing it with.
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Article 5 (2) of the GDPR states that:

The controller shall be responsible for, and be able to demonstrate, 
compliance with the principles.

 Do
– Make sure that you have a data protection policy in place.

– Make sure you have a data sharing policy or protocols.

–  Ensure that managers and staff are aware of their responsibilities in relation to the 
GDPR and data protection.

–  Make sure that access to IT systems is secure, and that passwords are complex and 
regularly changed.

–  Ensure that managers and staff are trained in the security of personal data and records 
management.

– Encrypt personal data on portable devices, like laptops, iPads and iPhones.

–  Ensure physical access to any buildings or offices storing and processing data is 
secure.

– Keep confidential data in locked filing cabinets.

– Prevent unauthorised people from accessing your buildings.

 Don’t
–  Allow shared, generic accounts to gain access to IT systems.

–  Leave passwords lying around on desks or on notice boards.

–  Assume people are aware of their rights and obligations under the GDPR – you must 
inform and effectively train them.

Accountability and 
compliance
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Individual rights  

Under the GDPR there are a number of rights that individuals have when 
it comes to their personal data. Below is a bit of guidance on the different 
types of requests out there.

Right of access (subject access requests)
Individuals have the right to obtain confirmation that their data is being processed, access 
their personal data, and access other supplementary information (i.e. your privacy notices).

The right to erasure/right to be forgotten
Individuals have the right to request that their personal data is deleted or removed if there’s 
no compelling reason for its continued processing.

Right to restrict processing
Individuals have the right to block or suppress processing of their personal data. You’re 
allowed to retain just enough information about the individual to ensure that the restriction 
is respected in the future. 

Right to object
Individuals have the right to object to the processing of their data based on legitimate 
interests or the performance of a task that’s: 

More Information
Other rights under the GDPR include the right to data portability and automated decision 
making – the Information Commissioner’s Office (ICO) provides useful information on these 
rights and how they apply to businesses.

It’s important to remember that there are very few absolute rights under the GDPR, and that 
there are usually exceptions or qualifying criteria that should be considered when dealing 
with requests.

And finally, all requests should always be verified to ensure that the individual making it is 
either the data subject or has appropriate authorisation to act on their behalf. 

– In the public interest
– An exercise of official authority

– Direct marketing
–  Any processing for purposes of scientific/

historical research and statistics.



14

Consent    

There are six legitimate reasons for processing personal data:

You should review your data to make sure you’re processing personal data for the right 
reasons. Consent is a valid reason, however, consent must be freely given and the data 
subject must have a real choice to control this processing (i.e. they can withdraw consent at 
any time). 

Consent never normally works in employer/employee relationships, because there’s 
an imbalance of power (so consent may not be freely given) and, more importantly, an 
employer needs to process information on their employees, so there’s no real choice. 

It’s worth remembering that there are additional requirements (10 in total) when 
processing sensitive/special categories of personal data – this includes things like medical 
and health-related data. 

If you’re processing sensitive/special categories of personal data, appropriate purposes 
should be identified – when processing is necessary for the purposes of preventive or 
occupational medicine, for example. 

The data subject has given consent.

 Processing is necessary for the performance of a contract or at the request of the 
data subject prior to entering into a contract.

Processing is necessary for compliance with a legal obligation.

 Processing is necessary to protect the vital interests of the data subject or of 
another natural person.

Processing is necessary for the performance of a task carried out in the public 
interest, or in the exercise of an official authority entrusted in the controller.

 Processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party – except where such interests are overridden by the 
interests or fundamental rights and freedoms of the data subject.

1.
2.

3.
4.

5.

6.
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What is the GDPR Assessment?
Data protection is not just a matter of best-practice; failure to comply with current 
regulations could result in substantial fines and reputational damage. Our GDPR 
Assessment will equip your team with the knowledge and tools required to align existing 
processes with the requirements of the GDPR, and help them to better manage the ways in 
which you capture, process and store ‘personal data’.

What is the Process?
We will need to spend between 3-5 days on site assessing your current situation against 
the requirements of the GDPR. Training will be provided during this time and guidance 
offered on areas such as data-mapping, cloud services and data protection. At the end 
of the assessment your organisation will be issued a report detailing any actions that may 
need to be taken to align your processes with the requirements of GDPR.

From training to compliance, our range of services help organisations improve the way 
they manage personal data and meet legal obligations.

GDPR Assessment  

Protect personal data and adopt appropriate measures to 
comply with legal obligations.

0345 241 5250

www.citation.co.uk/gdpr

For more information, please 
get in touch:
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Our Health & Safety 
and HR Services

A dedicated local 
consultant 

An initial inspection 
and report that is 
reviewed annually

 Full installation of 
your policies and 
procedures

24/7 advice line 
manned by care 
specialists

Onsite support for 
major accidents or 
emergencies

Access to over 
25 online training 
courses

Our Health & Safety 
Advice Guarantee

A dedicated local 
consultant

Documentation, 
including 
employment 
contracts for each 
role in your care 
service

24/7 expert advice 
line manned by care 
specialists

Legislation updates to 
your documentation 
as and  
when required

Access to over 
20 online training 
courses

Our Employment 
Advice Guarantee

Health & Safety
What’s included:

HR & Employment Law
What’s included:
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Our advice is guaranteed up to £1.5m. As long as you follow our advice, we’ll 
pay the costs. This isn’t an insurance policy. We believe what we do truly helps 
businesses like yours, so when we make a commitment, we stand by it.

CQC Pro is our compliance framework tool for care 
providers in England. It’ll save you time, remind you 
of actions, allow you to survey stakeholders and 
significantly reduce your paperwork, helping you 
prepare for your inspections.

CQC Pro

We can offer you a complete set of policies and 
procedures, designed to keep you safe and 
compliant. Whether you’re residential, providing care 
at home or clinical services, we cover it all and our 
policies are fully compliant to regulatory frameworks.

Care policies and procedures

Our unique ISO management system can be easily 
tailored to your care service and will demonstrate 
to interested parties that you meet international 
standards of best-practice.

ISO certification

It’s a legal requirement to have annual fire risk 
assessments in place. We can send in a fire 
risk assessment consultant to carry out your 
assessment, give you on the spot advice and a 
full online report – all for a fixed price.

Fire risk assessments
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Honest, friendly and reliable service that has delivered on its 
promises. Great online facilities including training provisions 
and extensive resources that allow a traditional business to 
enter the digital age.

Paul Lyon, 
Owner, The Beeches Care Home

We know what it takes to manage  
employees effectively. 

We are proud to be listed in The Sunday 
Times 100 best companies to work for. 

For more information, please get in touch:

0345 844 1111

citation.co.uk/care care@citation.co.uk


